EAST ASIA PROJECT –LESSON PLANS FOR Social Studies Fall 2011 Cheryl Watson

Lesson Title: Technological Effects of Chinese computer hacking in American government Businesses and institutions

Time required for lesson completion: 5 days to 7 days

Standard to be addressed:  

· 11SS9.1: Evaluate the effects of technological developments on society and the global economy since 1945.

Lesson Objectives:

Guiding Question: (Note: Students should be able to answer this question upon the completion of the lesson.)

1. Evaluate the effect of the computer hacking on Chinese and American society and economies.

Main Concept(s): Determine the effect of Chinese computer “hacks” on US government and businesses.

Despite China's economic rise and subsequent prosperity, even a few of China’s most classified military secrets have managed to "leak out".   An internal briefing revealed six cases regarding Chinese officials who spied for Britain and the United States. Youku.com and Tudou.com leaked clips of Major General Jim Yinan of the People's Liberation Army’s sensational disclosures before being removed by government censors.


In today's digital age, circumventing firewalls and maintaining government sponsored Internet controls is much harder than preventing defectors from crossing Checkpoint Charlie at the Berlin Wall during the Cold War era.  The Internet has too many loopholes.  There are those who use subversive means to escape the confines of government censorship to infiltrate highly sensitive data from businesses and government alike.  China's control over its Internet will be an ongoing battle.  In fact, it is an international “cyber battle” that every country “wages” (in the advent of the WIKI LEAKS debacle) for threats both foreign and domestic.
Instructional Sequence:
In a classroom setting, students will be introduced to the question:

How has China’s hacking affected the computer revolution and how has it impacted American society and the economy?

Students will view the 2-minute united streaming video entitled, “Technology at Work” (Part One or Part Two).  
INTRODUCTION:

No technological innovation exists in a bubble.  Every technological innovation has some impact on society.  Consumer devices are often hyped on television only to become obsolete two years later.  Computers, both hardware and software, seems to be following the usual life-cycle for new, successful industries: initial diversification, lots of small firms, rapid growth, a huge number of failures, concentration of capital and control into a few huge firms, plus small specialized firms more or less dependent on the big ones.  

The economic and political situation of the world today is very different from what it was, say, twenty or thirty years ago; one of the most popular explanations for these changes is that information technologies, especially computers, have in that time become powerful and ubiquitous, and so changed everything. Ours has changed from America’s 1945 industrial economy to an information economy of 2011.  In this interconnected, global economy, technological advances also present a number of security issues for the US government and American businesses.

Beniger's book, The Control Revolution opines that you cannot have an industrial economy without a massive information-processing apparatus for record keeping.   

Great innovations of information processing were procedures: standardization, interchangeable parts, printed forms, record keeping, regularity, advertising, and management.  By 1945, more than 35% of all US workers worked in some form of information processing.  

Consequently, the reason computers were able to spread so quickly was that they could replace: adding machines, switching circuits, typewriters, and punch-card tabulators.  Computers filled existing niches.  For example, IBM was a huge company before computers came along.  Thus, our society has always been informational and computers were the next logical step in our information society - what has changed is the speed at which we communicate.   

Computers are more efficient information tools, they let previously existing trends (like concentration of control and long-distance exchange) be pushed further, and this is going to disturb all the existing industries, even internally.  

Questions to answer to tap prior knowledge/Anticipation Guide

Directions:  First, read each of the statements carefully.  Then, read each statement again and draw a "smiley face" in the "ME" column if you agree with the statement and an "X" if you do not agree.  Repeat the same procedure for the "AUTHOR" column using your textbook as a reference.  Compare your opinions with those of your classmates.

Change all of the "X" statements in the "ME" column to agree with the information you find in the textbook.  Write the page number, source, or reference information where the correct answer is located.

ME
AUTHOR

STATEMENT 

PAGE NUMBER /SOURCE/REFERENCE      

1.
Who has access to information and networks, and how?

2.
Who controls different sorts of information and different forms of it?

3.
Who legally owns it? 

4.
Is an information-glut an effective alternative to censorship? 

5. Can current modern information technology really destabilize authoritarian

governments?

6. How does the quality of information (its reliability, concision, salience to the task

at hand, etc.)affect its economics (value or cost)?

7. Who are the "information poor", and what happens to them in information “rich”

societies?

8. Just how has the economy changed in the last few decades, and how does this

connect with how we handle information in society?

After the video, the teacher will review the introduction and text and subsequent questions about technology so that students can answer the above-mentioned questions by the end of this lesson.  
“Questions to Ask About Technology”
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Classwork:  The aforementioned questions will be used to evaluate each of the 10 most influential technological innovations.  

Students will brainstorm the top 10 most influential technological innovations from the past decade 1945-2010, and evaluate them in order of significance from 1 being the most important to 10 being the least.  

Activity:

I will divide students into groups of four or five.   Each student will be given a “Technological Monument Project” packet to review.  The “Technological Monument Project” packet contains technology innovation in China since 1945 in.  It will contain pictures of: a typewriter, a record player, a telegraph, a Walkman, a dial telephone, a card catalogue, a CD player, an I Pod, Kindle, HP notebook computer, a tablet, a Prius, an SUV, an e-banking form, an iPad, fiber-optic cable, servers, lithium ion battery, digital record keeping, THE CLOUD, GOOGLE CROME, and a telephone switchboard.   Individual students in each group will submit the completed assignment as a presentation.

*These pictures can be sent to student email accounts, virtual school account, or directly to a “Moodle” account and can be modified for special needs students or for the class as a whole whenever necessary.

*Students will arrange these pictures in ascending date order from 1945 to 2010.  If this assignment is done online, students will click on a link to drag and drop each picture into the appropriate date box (e.g., matching).  

QUIZ: After one person from each group of students presents the chronological order of Chinese technological innovations from the past millennia, each student will answer the following questions.  Each question requires a two to three sentence response.

1. Why are these computer technologies important to Chinese society and its economy?

2. What did they replace?

3. What does the presence of China’s computer technology for that era (i.e., 1945-1955, 1955-1965, 1965-1975, 1975-1985, 1985-1995, 1995-2005, 2005-2011+) reveal about the society at that time?

4. What attitudes and beliefs did Chinese people have about new computer technology?

5. How do Chinese attitudes and beliefs about the use and purpose of technology affect American institutions?

6. Name two things China’s government gained from the new computer technology?
7. Name two things Chinese people have given up to embrace new technology?

Reinforcement Activity:

Students will discuss their favorite technologies or inventions.  They will determine its point of origin (where it was manufactured).  Most computer equipment is made in East Asian countries.  Each person will choose to give up their favorite technology and then discuss how their lives would change if you could not purchase electronic products from East Asian countries and then complete the following exercise.  Students will also discuss how this would affect the East Asian country from whence it came.

After two to five minutes of brainstorming, students will predict (list) five things that will be lost if we had to “do without” one of these influential technological innovations.  Each person will choose to give up their favorite technology and then discuss how their lives would change if you could not purchase electronic products from East Asian countries and then complete the following exercise.  Students will also discuss how this would affect the East Asian country from whence it came.

Homework: Each student will write a paragraph (five sentences or more) to evaluate the economic and cultural effect on your life if your favorite technology was no longer accessible or available. 

Classwork: As a class, the teacher will help students create a 7 to 10 page PowerPoint presentation that evaluates one invention or technological innovation that is likely to come in the near future, and one you would like to see that does not exist yet.  As the class evaluates that new technology, they will consider the following questions from “Anderson’s Guide for Analyzing Technological Innovations”.  

1. List all of the effects of the new technological innovation.
2. Use a two column Cause=>Effect graphic organizer to categorize the effects of that new innovation according to whether they were planned or unplanned by those who eagerly adopted the innovation.

3. Use a web map to indicate if the effects of the new innovation were local, regional, national, or global.

4. Use a Venn Diagram to divide the effects of said innovation into three categories: a) beneficial to the populace as a whole, b) harmful to the populace as a whole, c) both positive and negative aspects.
5. Answer the following question: Which subgroup of society a) benefited the most from this new innovation and b) suffered the most from this innovation?

6. If applicable, list two reasons for the unequal distribution of the benefit and the burden.

7. List what actions have been taken to alleviate the burden to society’s subgroup.

Homework:  After evaluating the new technology using the abovementioned questions, chose 10 questions from “Questions to Ask About Technology” to write about a day in your life if that technology was widely used today.  Also, explain the economic and cultural effect on the East Asian country that produces it. 

Students will respond to each question with three sentences.
KNOWLEDGE RATING SCALE

GRAPHIC ORGANIZER – CAUSE and EFFECT

These are some basic cyber hacking events that students need to know.  Students will begin with a Knowledge Rating Scale for each of these “hacking” events.  They will write the events in the left column entitled, “China’s Hacking”.  In one of the three columns labeled: 1) I know it well, 2) I know it a little, and 3) I do not know anything about this event.  For those events which fall into columns 1) or 2), students will write a definition for the term with an example or explanation.  For column 3) students can write an “X” or draw a picture (as a modification) of what they think happened. 

Knowledge Rating Scale
China’s Hacking:
I know it well

I know it a little
I do not know anything about this event
U.S. Chamber of Commerce -

White House -

Ford Motor

Google

Dow Chemical

Yahoo

Morgan Stanley-

	Congressional leaders say China is engaged in economic espionage on a scale never seen before.  Hundreds of cyber attacks targeting U.S. companies and government agencies occur at any given moment and the "...U.S. is hemorrhaging economic espionage to the tune of $250 billion."  One such (unsuccessful) attack targeted the mainframe of the White House and its web site.

Call 2009 "The Year of the Chinese Hack", "...a Chinese spy at Ford Motor Company downloaded thousands of files on hybrid engine design and gave them to the Chinese government, and a cyber attack traced to China allegedly stole design secrets to a U.S. stealth fighter jet."  In late 2009, China-based hackers infiltrated Google's computers and looked at the email accounts of human rights activists. 
At the same time, twenty-nine (29) "...other companies were hit, including Dow Chemical, Yahoo and Morgan Stanley", sources say. 

China's recent hack into the Chamber of Commerce is part of a continuing pattern of stealing everything they can. Government experts opine that these hacking episodes over the last decade results in the "hemorrhaging" of classified government or business data, "...and that's worrying," Clarke said. 

Continued Chinese hacking could lead to "...the greatest transfer of wealth through theft and piracy in the history of the world and we are on the losing end of it," said Sen. Sheldon Whitehouse of Rhode Island."  "This is a national, long-term strategic threat to the United States of America. This is an issue where a failure is not an option," said Robert Bryant at the National Counterintelligence Executive. The Chinese, of course, have denied it all. 

	
	

	


VOCABULARY KNOWLEDGE RATING SCALE

Students are required to write the definition if they know the vocabulary word well or know a little about what it means. I often find that before students complete the second column for "I KNOW A LITTLE ABOUT WHAT IT MEANS" they change their answer to "I KNOW IT WELL".

I ask students to leave plenty of space for the words and the definitions.

The purpose of this exercise is to "front-load" words for the lesson.  

WORD

I KNOW IT WELL
I KNOW A LITTLE ABOUT WHAT IT MEANS
I DO NOT KNOW

Cyber attack:

Industrial Espionage:

Classified information:

Transfer of wealth:

Cyber theft and piracy:

________________________________________________________________________________
**Modification**

In addition, I will read the vocabulary words aloud, then ask students to raise their hands if they know something about the definition of the word and what it means.  It is more engaging for students and when they see that other students may not know the meaning of the word.  Consequently, they feel encouraged that others are in the same position as they are.

However, for students who accurately explain the definition of these terms, it helps auditory learners process the information better (as well as slower learners).

Recommended Activities/Assignments

Anticipation Guide

Technological Monument Project 

Questions About Technology-Teacher Guided Questions

Graphic Organizers

Cause=>Effect-
Effects of new innovation on society

Web Map
-
Effects of technology regional, national, and global.

Venn Diagram-
Compare and contrast computer technology in 1945 with 2011

Knowledge Rating Scale

Vocabulary Knowledge Rating Scale

Describe all Formative Assessment Activities

Six question quiz, question and answer activities are graded based upon correct answers on a 100-point scale.

Describe Summative Activities

Brainstorming helps students draw from prior knowledge, while cooperative learning group activities among heterogeneous students support average and lower level learners.

Describe all Differentiated Activities

Power Point slides and video clips meet the learning modality for visual learners while group activities and brief teacher lectures (5 to 15 minutes) address the learning needs for auditory learners.  Graphic Organizers, Anticipation Guides, Knowledge Rating Scales, and Vocabulary Knowledge Rating Scales support prior knowledge and introduce new vocabulary, while presentations and guided student debate engage verbal learners.

Rubric for scoring for PowerPoint and Group Projects/Group Presentations

3 points:
Student actively participates in activity using sound reasoning, does not interrupt other

students and offers consistently constructive feedback.

2 Points:
Student participates in the activity and uses some sound reasoning, sometimes

interrupts other students with some good feedback

.

1 point:
Student is pensive about participating in the activity and does not use sound reasoning,

interrupts other students with inappropriate feedback.

Quiz:

100%/6 questions

List all Resources (include copyright restrictions):

REFERENCES and RESOURCES
Permission is granted to freely print, unmodified, up to 200 copies of the most up to date version of this document from http://www.templetons.com/brad/copymyths.html, or to copy it in off-the-net electronic form. Permission for any usual classroom use is granted. On the net/WWW, however, you must link here rather than put up your own page.

Terrain for Schools Guide article, “Mastering Technology”, p. 25, Winter 2001

“78 Reasonable Questions to Ask About Any Technology”, Turning Away from Technology, ed. Stephanie Mills, 1997.

www.cscs.umich.edu/~crshalizi/notabene/information-society.html,“The Information Society and the Information Economy”, 10 Oct 

http://books.nap.edu
www.socialstudies.org
http://school.discovery.com/teachingtools, “Technology: Its Benefits and Negative Effects” 

COPYRIGHT LAWS

Fan fiction and other work derived from copyrighted works is a copyright violation. 

Copyright law is mostly civil law where the special rights of criminal defendants you hear so much about don't apply. Watch out, however, as new laws are moving copyright violation into the criminal realm. 

Don't rationalize that you are helping the copyright holder; often it's not that hard to ask permission. 

Posting E-mail is technically a violation, but revealing facts from E-mail you got isn't, and for almost all-typical E-mail, nobody could wring any damages from you for posting it. The law doesn't do much to protect works with no commercial value. 

DMCA Alert!

Copyright law was recently amended by the Digital Millennium Copyright Act, which changed net copyright in many ways. In particular, it put all sorts of legal strength behind copy-protection systems, making programs illegal and reducing the reality of fair use rights. 

The DMCA also changed the liability outlook for ISPs in major ways, many of them quite troublesome. 

Linking

Might it be a violation just to link to a web page? It's undecided.

--------------------------------------------------------------------------------

Permission is granted to freely print, unmodified, up to 200 copies of the most up to date version of this document from http://www.templetons.com/brad/copymyths.html, or to copy it in off-the-net electronic form. Permission for any usual classroom use is granted. On the net/WWW, however, you must link here rather than put up your own page. 

Plagarism:

All essays, summaries, term papers and reports must be submitted on-line via the website www.Turnitin.com.  
What purpose does this machine serve?


Where does it go when it is broken or obsolete?


What problem is so great that it needs this solution?


Does it reduce, deaden, or enhance human creativity?


Whom does it benefit?�


How does it affect our perception of our needs?


What is its effect on the least person in our society?


Does it foster a sense of community?


What is its effect on the community?


What is its potential to become addictive?


What does it allow us to ignore?�


Does it concentrate or equalize power?


Does it empower transnational companies?


Does it replace or aid human hands and human beings?


Does it speed up the pace of life?


What are the effects on relationships?�


How does it affect our way of experiencing and perceiving the world?


Does it depress or enhance the meaning of work?


What behavior might it make possible in the future?


What values does its use foster?


How will it affect education and the way one learns? �
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